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Information security has an important role to play in todayõs fast moving business environment. With  high 

dependency on information systems and increase of sophisticated security threats, having an efficient strategy 

to protect information is very crucial to the  success, reputation and business continuity of any organization. 

In order to understand the current implementation status of information security within companies and 

organizations of different industry sectors of Macau, Macau New Technologies Incubator Centre (Manetic) in 

cooperation with Direcção dos Serviços de Administração e FunçãoPública / Public Administ ration and Civil 

Service Bureau (SAFP), Information Systems Audit and Control Association (ISACA) Macao Chapter and 

Macau Computer Emergency Response Team Coordination Centre (MOCERT), and supported by the Macau 

Association of Banks (ABM), Macau Fair & Trade Association (MFTA), the Association of Adverti sing Agents 

of Macau (AAAM),  Macau Convention, Exhibition Association (MCEA), E -Commerce Association of Macau 

(E-CAM),  Macao Computer Society (MCS),  Computer Chamber of Macau (CCM) and The Macau 

Association of Information Technology Professionals (ITA) , sponsored by Macao Foundation, conducted an 

Information Security Survey in July 2016  

 

The findings  of this annual study can serve as a reference for organizations to: 

 

V Review and establish appropriate  information security management policy  

V Review existing corporate in formation security technologies  

V Prepare proper information security education and trai ning  

V Plan the budget on information security  

Copyright Ò 2016 Manetic. All rights reserved.  
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EXECUTIVE SUMMARY  

The survey invitations were sent out separately by Macau New Technologies Incubator Centre 

(Manetic) and Macau Public Administration and Civil Service Bureau (SAFP) and the survey has received 

eighty  (80) responses of targeted industry sectors of Macau, a measure of the levels of information security 

implemented,  as well as a comparison of 2010, 2011, 2012, 2013, 2014, 2015 & 2016 figures have been made. 

The targeted industry sectors which participated in this survey are broadly classified into two distinct 

sectors: 

 

1. Government Sector ð consisting of government departments .  

2. Other Sectors ð consisting of Gaming, Informati on and communications technology  (ICT), Banking, 

Educational Institutes  and Public Utilities, etc.  

 

In this survey, thirty -seven (37) questions of thirteen  (13) categories constituting five  (5) main security 

areas were sent to invited participants. Responses from the participants were requested for analyzing the 

level of security implemented in their organizations. These five  (5) main areas and thirteen (13) categories 

are listed as follows: 

 

A.  Information Security Policy  

1. Risk Assessment 

2. Establishment of Security Policy  

3. IT security Expenditure  

4. Security Awareness and Training  

B. Information Security Control  

5. Administration and Maintenance  

6. Access Control and Communication Protection  

7. Audit and Accountability  

8. Physical Security 

9. Media Protection  

10. Disaster Recovery Planning  

C. Information Security Incident  

11. Incident Response 

D.  Effectiveness  of  Security  Strategy 

12. Security Strategy 

E. Start  of using  Cloud  Services 

13. Private cloud or public cloud? 

Figures throughout the report may not have numbers adding up to hundred percent due to r ounding 

issues. 
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CATEGORY IMPLEMENTAT ION COMPARISON  

 

 

In 2016, both Government Sector and Other Sectors are found placing most effort on information 

security categories of Administration and Maintenance, Media Protection, Access Ctrl & Comm Protection, 

Physical Security and whereas Incident Response, Risk Assessment, Security Awareness and Training, Audit and 

Accountability, and Disaster Recovery Planning are the lowest scoring categories. 
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COMPARISON OF INFORMA TION SECURITY EXPEND ITURE  

 

Based on the 2010, 2011, 2012, 2013, 2014, 2015 & 2016 data collected, there are repetitive occurrences 

that most of the respondents are two-five percent (2%-5%) in 2010 to 2012, but in 2013 to 2016, they would 

spend six-ten percent (6%-10%) of their IT budget on informati on security expenditure.  It shows that the 

organizations are willing to spend more resource on Information Security.   
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COMPARISON OF STAFF C ATEGORY ASSIGNED TO INFORMATION 

SECURITY ADMININSTRATION AND COMPLIANCE  

 

From the collected data of 2010, 2011, 2012, 2013, 2014, 2015 & 2016, it can be seen that the majority of 

respondents tend to have full -time IT staff for information security responsibilities. Having dedicated IT 

staff and treating information security as an ad -hoc case constitute the less significant group of 

organizations in Macau. Very few respondents answered that they hire part -time IT staff or having no 

specific staff assigned for this purpose. 
 

Yet, if we observe the trend from 2015 to 2016, we notice that there is a decrease of two percent (2%) for 

full -time IT staff . As for Ad -hoc group, there is a rise, by one percent (1%). 
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INTRODUCTION  

 

The goal of Macau Information Security Survey 2016 is to find out the current Information Security 

Strategy of different targeted industry sectors in M acau. Our objectives are to study:  

 

1) The Information Security Level and Effectiveness of Security Strategy in general and per 

industry sector.  

2) The improvement of Information Security Implementation Level on each Security Strategy b y 

comparing the results of 2010, 2011, 2012, 2013, 2014, 2015 & 2016. 

3) Other patterns observed through the comparison of seven yearsõ data. 

4) The Information Security Policy of different sectors through understanding of their risk 

assessment, documented policy and security education. 

5) The Information Security Control of different sectors through understanding of their access 

control, audit of IS program, physical security, media protection and disaster recovery 

planning.  

6) The Information Security Incident of different sectors through un derstanding of their 

implementation of incident management procedures, type of security incidents and reporting 

behavior. 

7) The planning of IT budget on information security in the coming twelve (12) months.  

8) The situation of using Cloud service in daily oper ation. 

 

The findings in this survey will contribute ideas to readers to:  

 

1) Review and establish appropriate information security management and policy.  

2) Review existing corporate information security technologies.  

3) Prepare proper information security educatio n and training.  

4) Plan the budget on information security.  

5) Plan for using Cloud service to utilize the resource.  
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RESPONDENT PROFILE  

The survey invitations were sent out separately by Macau New Technologies Incubator Centre 

(Manetic) and Macau Public Admini stration and Civil Service Bureau (SAFP) and the survey has received 

eighty  (80) responses of targeted industry sectors. Since information security is  a sensitive topic to many 

organizations, the anonymity of the participants was preserved by not identifyi ng them throughout this 

study . 

 

 

This survey, a joint-study organized by Manetic and co -organized by SAFP, Information Systems 

Audit and Control Association (ISACA) Macao Chapter and Macau Computer Emergency Response Team 

Coordination Centre (MOCERT),  and supported by the Macau Association of Banks (ABM), Macau Fair & 

Trade Association (MFTA), the Association of Advertising Agents of Macau (AAAM), Macau Convention, 

Exhibition Association (MCEA), E -Commerce Association of Macau (E-CAM),  Macao Computer Society 

(MCS),  Computer Chamber of Macau (CCM) and The Macau Association of Information Technology 

Professionals (ITA), sponsored by Macao Foundation, is a voluntary participation by invited respondents. 

Due to the sensitivity of this topic, respondent rate m ay have been affected. 

 

The majority of respondents belong to Government Sector, which constitute fifty -six percent (56%) of 

total participants, while  Other Sectors represents forty -four  percent (44%). Within this second group, 

different types of sectors have been included: Public Utilities, Educational Institutes, ICT (Information and 

Communication Technologies), Gaming & Banking. 
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Regarding the number of employees of organizations in study, s eventy percent (71%) of respondents 

belong to organizations wi th more than fifty  (50) employees. Whereas measuring by IT employee size 

produces for ty-eight percent (48%) of responses coming from organizations of ten (10) or less IT employees. 
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INFORMATION SECURITY  POLICY  

RISK ASSESSMENT  

 

 

From the collected results expressed in the chart, it can be seen that fifty -six percent (56%) have 

partially implemented a Security Risk Assessment in their Information Security Program.  Adding 

twenty -one percent (21%) that have mostly implemented and  six percent (6%) that have fully implemented 

gives eighty -three percent (83%) of respondents that have a Security Risk Assessment process in one form or 

another. 

Risk assessment helps an organization identify measures and prioritize potential risks which 

organizations are likely to face and assists in selecting appropriate security controls to mitigate those risks. 

 








































































































